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MARCH 2011

REPORT NoO. 2011-167

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 10-049

93.568

Low-Income Home Energy Assistance Program (LIHEAP)
Matching, Level of Effort, Earmarking

Florida Department of Community Affairs (FDCA)

2008G992201; 2008G992212 2008

Noncompliance and Significant Deficiency
Questioned Costs — $112,446.87

FDCA's procedures did not effectively ensure that no more than 15 percent of
LIHEAP funds were used for low-cost residential weatherization or other
energy-related home repairs for iow-income households.

42 USC 8624(k), Applications and requirements, Limitation on use of funds,
waiver

USDHHS awarded FDCA $30,406,242 for the 2008 Federal fiscal year, of which
no more than 15 percent (or $4,560,936.30) may be used for weatherization.
However, FDCA expended $146,536.17 in weatherization administrative costs
and $4,526,847.00 in low-cost residential weatherization or other energy-related
home repairs, for a total of $4,673,383.17, or $112,446.87 more than the 15
percent maximum earmarking reguirement.

According to FDCA staff, $13,551.87 of the overage was due to an unexpected
high indirect cost rate for 2008, and $98,895 was due to the transfer of
expenditures from the 2007 award to the 2008 award. Aiso, although FDCA
used an internal spreadsheet to track amounts budgeted and expended for
weatherization, related administrative costs were not included when calculating
the 15 percent maximum earmarking requirement.

Costs in excess of the 15 percent earmarking requirement may be subject to
repayment.

We recommend that FDCA enhance its procedures to ensure that no more than
15 percent of LIHEAP funds are used for low-cost residential weatherization or
other energy-related home repairs for iow-income households.

The FDCA will ensure that in the future no more than 15 percent for LIHEAP
funds are utilized for low-cost residential weatherization or energy-related home
repairs for low-income dwellings from the appropriated budget year. The internal
tracking and waiver process will be corrected by utilizing only those funds
appropriated for the specific budget year when making the transfer to the
Weatherization program from the LIHEAP funds and to ensure we do not include
carry forward funding from previous LIHEAP annual aliocations.

2/28/11

Paula Lemmo, Community Program Manager
(850) 922-1844
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REPORT NO. 2010-165

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type
Prior Year Finding

Finding

Criteria

Condition

FA 09-051

93.568

Low-Income Home Energy Assistance Program (LIHEAP)

Allowable Costs/Cost Principles; Matching, Level of Effort, Earmarking; and
Reporting

Florida Department of Community Affairs (FDCA)

Various

Significant Deficiency
Report No. 2009-144, Finding No. FA 08-046

FDCA management had not established appropriate internal controls regarding
user access and systems development and modification for the Grants
Administration System (GAS).

45 CFR 96.30(a), Fiscal control and accounting procedures
Information Technology Best Practices

Access Controls: Management should implement and document procedures that
provide access control based on an individual's demonstrated need to view, add,
or delete data. Access controls should include the use of individual user
identifications (IDs) and passwords to allow for attributing user activities to the
responsible user. Additionally, the risk of inappropriate or unnecessary access
privileges can be reduced through the employment of such controls as ensuring
users participate in information security awareness training, documenting
authorizations for system access, periodically reviewing the appropriateness of
access privileges, and promptly removing the access privileges of former
employees.

Systems Modification Controls: Establishing controls over the modification of
application software programs helps to ensure that only authorized programs and
authorized modifications are implemented. Only after the modification has been
completed, has received both system testing and user acceptance testing, and
has been approved by internal IT project management or the contractor and the
user, should it be moved into production.

FDCA procedures required subgrantees to use GAS to electronically transmit
Requests for Reimbursement (RFR). LIHEAP program staff print the RFRs, and
circutate them manually to obtain the required program and fiscal management
approvals. FDCA staff also used GAS to account for and support LIHEAP
subgrantee expenditures entered into the State’s accounting system (FLAIR) and
to demonstrate compliance with earmarking requirements. During the 2008-09
fiscal year, $49,721644 was processed through GAS for payment to 46
subgrantees.

As similarly noted in the prior audit, we noted the following:

» Written policies and procedures for the systems development and
modification process, assigning and removing user IDs, and monitoring
access privileges to the GAS application had not been developed. However,
in May 2009, new user groups with designated access privileges were
implemented and information security awareness tiraining began to be
provided.

» Additional aspects of FDCA security controls in the area of user access
needed improvement. Specific details of the issues are not disclosed in this
report to avoid the possibility of compromising FDCA security. Appropriate
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Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FDCA personnel have been notified of the issues.

» Prior to May 2009, changes to GAS programming code were both performed
and implemented by the same contractor and were not subject to user
testing prior to being placed in production. FDCA staff indicated that a beta
testing system was subsequently developed in May 2009 but had not been
fully implemented as of June 30, 2009.

FDCA staff had not completed the impiementation of system control
improvements as of June 30, 2009.

Absent appropriate security and systems development and modification controis,
the integrity of the data contained within GAS is subject to increased risk of
compromise.

We again recommend FDCA implement and document appropriate system
security, development, and modification controls and procedures to ensure that
access to the system is properly reviewed, approved, and monitored.
Additionally, we recommend that, upon full implementation, FDCA monitor the
beta testing system to ensure that changes to GAS are appropriately approved,
documented, and tested prior to being placed in operation.

The LIHEAP program concurs with this finding. The LIHEAP was cited in the
prior year audit FA 08-046 for the same finding; however, all items listed in the
conditions above are completed with the exception of the beta testing system,
which is in process at this time.

September 30, 2010

Paula Lemmo, Community Program Manager
(850) 922-1844
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REPORT NO. 2009-144

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

FA 08-047

93.568

Low-Income Home Energy Assistance Program (LIHEAP)
Period of Availability of Federal Funds, Reporting

Florida Department of Community Affairs (FDCA)

07B1FLLIEA 2007

Noncompliance and Significant Deficiency — Period of Availability of Federal
Funds

Significant Deficiency — Reporting

Questioned Costs - $1,679,589.48

FDCA's procedures for calculating the grant amount to be carried over were
ineffective to ensure that the carryover was within the limit established by Federal
regulations. Consequently, FDCA carried over funds totaling $1,679,589.48 in
excess of the ten percent limitation.

42 USC 8626 Payments to States, fiscal year requirements respecting availability,
efc.; 45 CFR 96 Subpart H Low-Income Home Energy Assistance; 45 CFR
96.80/96.81 Scope and Carryover and Reallotment, and Subpart B — General
Procedures, Section 2607(b) of the Low-Income Home Energy Assistance Act,
Title XXVI of Public Law 97-35, the Omnibus Budget Reconciliation Act of 1981,
as amended; Simplified Instructions for Timely Obligation of LIHEAP Funds and
Reporting Funds for Carryover and Reallotment

Pursuant to Federal regulations, FDCA could have held available ten percent of
the 2007 LIHEAP grant award, for obligation in the second Federal fiscal year of
the grant (October 1, 2007, through September 30, 2008). Funds in excess of the
ten-percent computation were to be made availabie to USDHHS for reallotment.
FDCA’'s 2007 grant award totaled $27,969,958, exclusive of leveraging funds
which are not subject to the carryover limitation. Consequently, ten percent of the
2007 grant award totaled $2,796,995.80. FDCA records indicated that funds
totaling $4,476,585.28 were carried over, or $1,679,589.48 more than the
ten-percent limitation.

Our review of FDCA's carryover caiculations identified several errors, which
included but were not limited to, the exclusion of funds available under a
contingency award totaling $1,442,486 and administrative costs totaling $524,836,
which were not obligated at September 30, 2007. FDCA excluded the $1,442 486
on the basis of the award’s issuance three business days prior to the end of the
grant’s first Federal fiscal year. Additionally, FDCA based its computation, in part,
on the September 30, 2007, Financial Status Report. Consequently, deficiencies
in reporting procedures, as described in finding No. FA 08-067 would affect
decisions made based on reported amounts.

FDCA inaccurately reported the financial status of grant funds on its
September 30, 2007, Financial Status Report, submitted on October 15, 2007,
and did not make $1,679,589.48 available to USDHHS for reallotment as required.

We recommend that FDCA management review its procedures and revise them
as necessary to ensure that excess funds are made available to the USDHHS for
realiotment as required.
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State Agency Response and The Department has revised its procedures to report only documented cbligations
Corrective Action Plan on the SF-269 report. This change in reporting procedures will ensure that the
Department will adhere to the ten percent carry over limitation of the grant award.
Any amount in excess of the ten percent limitation will be made available to

USDHHS for reallotment as required.

The current SF-269 report has been completed correctly and submitted.
However, the first opportunity to submit a correct report was September 30, 2008,
which fell outside the timeline for this review.

Estimated Corrective September 30, 2008
Action Date
Agency Contact and Paula Lemmo

Telephone Number (850) 922-1844
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

FA 08-048

93.568

Low-Income Home Energy Assistance Program (LIHEAP)
Period of Availability of Federal Funds, Reporting

Florida Department of Community Affairs (FDCA)

06B1FLLIEA 2006

Significant Deficiency
Questioned Costs — $71,472.63
Report No. 2008-141, Finding No. FA 07-052

FDCA reported obligations totaling $71,472.63 for the 2006 grant award that were
not documented as obligations occurring during the period of availability.

45 CFR 96.14, Time period for obligation and expenditure of grant funds, Federal
Financial Status Report (SF-269) instructions

45 CFR 74.2, (HHS Common Ruie) defines obligations as the amounts of orders
placed, contracts and grants awarded, services received, and similar fransactions
during a given period that require payment by the recipient during the same or a
future period. While the Common Rule is not applicable to LIHEAP, the term
obligations is not further defined within the Program-specific regulations. Absent
an alternative definition, it is reasonable to apply the Common Rule definition of
obligations to LIHEAP.

Pursuant to Federal regulations, FDCA was required to obligate funds for the 2006
grant award by September 30, 2007, the end of the second year of the award
period. The 2006 grant award totaled $49,790,178. FDCA reported on its Federal
Financial Status Report (SF 269) dated October 15, 2007, for the period ended
September 30, 2007, that the full amount of the grant award had been expended
or was obligated, except for $5,280. This amount pertained to a reallotment of
2006 LIHEAP funds that USDHHS indicated was not required to be obligated until
September 30, 2008. Our review of documentation supporting the $122,847.30
reported as the Federal share of unliquidated obligations indicated that
$71,472.63 was not supported by documents evidencing that the moneys had
been obligated.

FDCA staff indicated that the remaining unobligated grant balance of $71,472.63
was reported as obligated as was FDCA practice. According to the Summary
Schedule of Prior Audit Findings, corrective action in response to a similar prior
audit finding would not have been taken until July 1, 2008, subsequent to the
preparation of the SF 269 for the period ended September 30, 2007,

FDCA inaccurately reported the financial status of grant funds and improperly
retained the opportunity to expend grant funds that were not documented as
obligations incurred during the period of availability.

We recommend that FDCA identify obligations occurring during the period of
availability and report as such on the Financial Status Report.

Beginning with the September 30, 2008 reporting period, the financial status
reports submitted for this program only reflected obligations that were identified in
the state accounting system. We will continue this process for all future reports.
Written procedures will be developed and training will be provided to staff for this
process.

September 30, 2008 with written procedures and formal training by April 1, 2009
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Criteria

Condition

FA 08-046

93.568

Low-Income Home Energy Assistance Program (LIHEAP)

Allowable Costs/Cost Principles, Matching, Level of Effort, and Earmarking,
Reporting

Florida Department of Community Affairs (FDCA)

Various

Material Weakness and Significant Deficiency

FDCA management had not established appropriate internal controls regarding
user access and systems development and management for the Grants
Administration System (GAS).

45 CFR 96.30(a), Fiscal control and accounting procedures

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates each user of a
multiple-user information resource shall be assigned a unique personal identifier
that shall be authenticated before access is granted. Additionally, user's access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

Florida Department of Management Services Rule 60DD-2.005 Data and System
Integrity, Florida Administrative Code, stipulates that test functions shall be
separate from production functions and that all program changes shall be
approved before implementation to determine whether they have been authorized,
tested, and documented.

Florida Department of Management Services Rule 60DD-2.008 Personnel
Security and Security Awareness, Florida Administrative Code, stipulates that
agencies shall provide an ongoing awareness and training program in information
security.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT

4.1)

DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

Al7.6 Testing of Changes — Changes should be tested independently prior to

migration to the operational environment.

PO8.2 IT Standards and Quality Practices — Standards, procedures and

practices for key IT processes should be identified and maintained.

National Institute of Standards and Technology Building an information Security
Technology Awareness and Training Program, Special Publication 800-50.

FDCA procedures required subgrantees to use GAS to electronically transmit
Requests for Reimbursement for review and approval by the LIHEAP Contract
Manager prior to the Requests being sent to Finance and Accounting for payment.
FDCA staff also used GAS to account for and support LIHEAP subgrantee
expenditures entered into the State’'s accounting system (FLAIR) and to
demonstrate compliance with earmarking requirements. During the 2007-08 fiscal
year, $31,808,689 was processed through GAS for payment to 43 subgrantees.

FDCA procedures for granting access to GAS were not adequate to ensure that
access was properly approved, monitored for appropriateness given the
empioyee’s job duties, and timely removed when no longer necessary. We also
noted that there were no written policies and procedures for the systems
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Action Date

Agency Contact and
Telephone Number

development and maintenance process, assigning and removing user IDs, or
monitoring access privileges to the GAS application. Specifically, we noted the
following:

¢ Access to GAS was not timely removed for two employees of the contractor
that maintained GAS. Subsequent to our audit inquiry, FDCA personnel
terminated access for these two employees who no longer worked with GAS.

o We noted one employee granted GAS access who did not require access to
GAS to perform her job duties. Subsequent to our inquiry, FDCA personnel
terminated the employee’s access.

¢ Changes to GAS programming code were made directly into the production
environment by a contractor and thus were not subject to user testing prior to
being placed in production.

o Additional aspects of FDCA security controls in the area of user access
needed improvement. Specific details of the issues are not disclosed in this
report to avoid the possibility of compromising FDCA security. Appropriate
FDCA personnel have been notified of the issues.

FDCA staff indicated that FDCA management determined that security access
levels initially established within GAS caused inefficiency in the approval process
and were ultimately removed.

Absent appropriate security and change management procedures, the integrity of
the data contained within GAS is subject to increased risk of compromise.

We recommend FDCA implement appropriate system security controls and
procedures to ensure that access to the system is properly reviewed, approved,
and monitored. Additionally, we recommend that FDCA implement change
management procedures to ensure that changes to GAS are appropriately
approved, documented, and tested prior to being placed in operation.

Written procedures will be developed to ensure that the Department's GAS
administrator will be responsibie for periodicaily maintaining security and access
control. The User/Security screen is only accessible for editing by management
and only necessary Community Assistance Section staff will have access to the
GAS. Implementation of user access “passwords” will be considered to provide
additional security. Also, the contractor performing maintenance and changes will
be provided access only when required to perform installations.

Although there has been a change management process followed since the
inception of the GAS, written procedures have not been formalized. These
procedures will be developed. The contractor has a functional beta system
environment which is utilized to create changes and test compatibility. The change
is then presented to management in the beta environment for review and
approval. Upon approval, the contractor is granted access to the GAS and
performs the upload. Department staff then process transactions in the production
system environment to ensure that it is functioning properly and no errors are
occurring in relation to the change.

March 1, 2009

Paula Lemmo
(850) 922-1844



